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Attention: To whom it may concern 

Date: 25th September 2025 

From: Asyad Group SAOC (ASYAD) 

Our Reference:  

 

Tender No:- C-45-25 

 Tender Title: Call-Off Agreement for Provision of Darktrace Email Security Services 

Dear Sir, 

 

Asyad Group SAOC (ASYAD), invites ‘Tenderer’ to Tender for the Work or Services in accordance with the terms and 
conditions set down in the Tender Documents. If you are a successful Tenderer you shall be required to enter into a 
Contract in accordance with the Form of Agreement. 

 
The Tender Documents shall comprise the following Sections: 
 

T1 Invitation to Tender (this letter including the pages attached hereto) 

T2 Instructions to Tenderers 

T3 Data to be submitted by Tenderer 

C1 Form of Agreement (including Appendix "The Contract Schedule") 

C2 Special Conditions 

C3 General Conditions 

C4 Scope of Services 

C5 Schedules of Prices 

C6 ICV Specifications  

C7  Data Provided by Contractor 

C8 Non- Disclosure Undertaking  

C9 Health, Safety and Environment (HSE) Specifications (if applicable) 

  
In the preparation and submission of the Tender, Tenderer shall comply with the Tender Documents. ASYAD reserves 
the right to disqualify the Tenderer if any of the requirements included in the Tender Documents are not met. 

Yours faithfully, 

 

 

For Asyad Group SAOC (ASYAD) 
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1  Tender Overview 

1.1 About Asyad Group SAOC 

The Sultanate of Oman has commenced activities to consolidate its various government-owned companies into 
several holding companies grouped by type of business or industrial activity. Logistics has been identified as one 
of those key focus industries. 

Asyad Group has been set up to consolidate the government owned Logistics companies (except the air sector). 
Asyad has a mandate to develop Oman’s Logistics capabilities and to foster investment opportunities in the 
Logistics sector. 

Oman plans to establish itself as a premier global Logistics hub by taking advantage of its geographic location at 
the cross roads of trade midway between Asia and Europe, along with connections to East Africa, the Indian 
Subcontinent and Iran. By using overland highways and rail service Oman will become a natural gateway into the 
GCC Countries avoiding the politically sensitive Straits of Hormuz and reducing the distance ocean carriers must 
travel to reach Ports in the Arabian Gulf. 

Asyad has also been tasked with implementing the National Logistics Strategy (NLS), formerly known as Sultanate 
of Oman Logistics Strategy (SOLS). 

The successful implementation of NLS will enable Logistics to become a major contributor to the Oman economy, 
facilitating economic diversification, creating significant new employment opportunities and delivering improved 
performance rankings in key world operating indices. Thus the result of NLS will make Oman a major global 
Logistics hub, leveraging its geographical advantages along with its significant recent investment in its Logistics 
infrastructure. 

1.2  Description of Scope of Service 

- Deploy Dark Trace Email Security Solution in Asyad Group’s email environment. 

- Configure and fine-tune AI-based threat detection models to match the organization's email 

traffic patterns. 

- Ensure seamless integration with existing security solutions such as SIEM, SOAR, EDR. 

- Bidder shall bear all costs associated under this RFP. 

- Bidder shall provide knowledge sharing. 

- Bidder shall be based in Oman. 

-  Bidder shall have experience in providing Email Security solutions. 

- Bidder shall provide licenses for 450 users. 

Technical Requirements 

The solution must include the following features: 

• AI-Powered Threat Detection: 

o Identify and block phishing, spear-phishing, impersonation, and BEC (Business Email 

Compromise) attacks. 

o Detect anomalies in email behavior using AI-driven models. 

• Advanced Malware Protection: 

o Identify and quarantine malicious email attachments and links. 

o Detect evasive threats such as polymorphic malware and zero-day attacks. 

• Behavioral Analysis & Anomaly Detection: 

o Continuously analyze inbound, outbound, and internal email traffic. 

o Prevent lateral phishing and internal email threats. 
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• Automated Incident Response: 

o AI-powered remediation to neutralize threats in real-time. 

o Integrate with existing SOC/SIEM solutions for event correlation. 

• User Awareness & Reporting: 

o Provide real-time alerts and visibility dashboards. 

o Conduct user risk scoring and automated email warnings. 

• Policy-Based Control & Customization: 

o Allow customizable email filtering policies. 

o Enable whitelisting/blacklisting capabilities. 

o Prevent sensitive data leakage via email. 

o Provide email encryption mechanisms for secure communication. 

Implementation & Configuration 

• Conduct a pre-implementation assessment to evaluate the current email security posture. 

• Perform pilot testing in a controlled environment before full deployment. 

• Configure the Threat Detection Dashboard for SOC visibility. 

• Implement necessary API and log forwarding configurations for integration with existing security tools. 

• Define email security policies and response workflows. 

Training & Knowledge Transfer 

• Provide training sessions for IT and security teams on monitoring, managing, and responding to email 

threats using the solution. 

• Deliver detailed documentation and user guides for internal reference. 

• Offer a knowledge transfer program to ensure in-house teams can operate the solution effectively. 

Annual Maintenance Contract (AMC) 

• 24/7 support (remote) for email security incidents 

• Ongoing model training and AI tuning 

• Integration support (Microsoft 365, Google Workspace, hybrid) 

• Monthly threat landscape reviews 

• System health monitoring and performance tuning 

• Policy refinement and playbook advisory 

• Minor version upgrades 

• Support SLAs Under AMC: 

Issue Type Initial Response Resolution Time (Target) 

Critical (email flow blocked, major outage) 1 hour ≤ 4 hours 

Major (misclassification, model drift) 4 hours ≤ 1 business day 

Minor (UI issue, report request) 8 hours ≤ 2 business days 

 

Deliverables & Reporting Requirements 

The vendor shall deliver the following: 
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• Project Plan with milestones and timelines. 

• Deployed and Configured Solution in Asyad Group’s email infrastructure. 

• Integration Report detailing all configured security integrations. 

• User & Administrator Training Sessions with training material. 

• Technical Documentation including setup, policies, and operational procedures. 

• Support & SLA Agreement outlining response times and escalation procedures. 

• Post-Implementation Performance Review Report after 3 months of deployment. 

2 Requirements to Collect Tender Document 

 

2.1 Tenderer Details Sheet 

2.1.1 In order to correctly identify the Tenderer and the Tenderer’s point of contact for this Tender Process, 
Appendix 1 shall be completed by the Tenderer and presented, by hand or scanned and forwarded via email 
tenders@asyad.om, to ASYAD tender section before the tender documents can be released to the Tenderer. 

2.2 Tender Fee  

2.2.1 The Tender Fee for this Tender is RO 50 

2.2.2 Payable online: E-tendering  

2.2.3 The Tenderer is only permitted to participate in one mode only either via e-tendering system or manual 
participation. Tenderers whom submit proposals in both modes (i.e. e-tendering and manual submission) 
will not be accepted. 

2.3 Confidentiality Declaration 

2.3.1 Prior to the submission of proposals the Tenderer shall sign the attached Confidentiality Declaration 
(Appendix 2). The Confidentiality Declaration must be completed, signed by an authorised person, stamped 
with the Tenderers company stamp, and be presented, by hand or scanned and forwarded via email 
tenders@asyad.om, to ASYAD tender section before the tender documents can be released to the Tenderer.  

 

3 ASYAD Contact Point  

3.1.1 All communication with ASYAD shall be through Clarification Requests, in writing and addressed to 
eTendering portal. No Clarification Requests shall be entertained after the Clarification Request Closing Date 
included in the table in Article 6 below. 

4 Tender Bond  

4.1.1 To ensure conformance of the Tender, ASYAD requires the Tenderer to issue a Tender Bond in the exact 
format detailed in Section T3. The value of this Tender Bond shall be indicated in Section T3. The Tender 
Bond shall be forwarded to ASAYD as part of the Technical Tender under separate cover. The Tender Bond 
shall be enforced in the event that Tenderer fails to accept award of the contract or purchase order. ASYAD 
reserves the right to reject any tender submitted without a Tender Bond. 

 

5 Pre Bid Clarification Meeting  

5.1.1 A pre bid clarification meeting may be held depending on the requirement during the bidding stage. 

 

 

 

mailto:tenders@asyad.om
mailto:tenders@asyad.om
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6 Outline Tender Process and Submission of Tender 

6.1.1 The technical Proposal  submission date and the commercial Proposal submission date are the same but the 
technical Proposal and commercial Proposal shall be submitted in individually sealed separate packages. the 
opening of the technical Proposal and commercial Proposal as detailed in Section T3, Data to be submitted 
by tenderer, point 1.2. 

6.1.2 The proposed Tender Process schedule is:  

Activity Date 

Issue of T1-Invitation to Tender  
25/September/2025 

Tender Documents available for collection 
25/September/2025 

Final date for collection of Tender Documents 
2/October/2025 

Clarification Request Closing Date 
13/October/2025 

Tender Submission Date 
23/October/2025 

 

7 Tender Award 

In the event that ASYAD considers Tenderer to be commercially a potentially successful competitor for the award 
of the contract, ASYAD may subject Tenderer to a further technical and financial evaluation. Only when a Tenderer 
satisfies ASYAD technical, financial and commercial requirements will a Contract be awarded. ( re-write required) 

ASYAD reserves the right to award the Tender on split basis or to award this tender one or more technically 
accepted tenderers. 
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8 Appendix 1 – Tenderer Details for this Tender 
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9 Appendix 2 – Confidentiality Declaration 

The undersigned …………………………………………………………………….. having its principal office 
................................................................. (The 'Tenderer') hereby declares vis-à-vis Asyad Group SAOC 
(ASYAD), P.O. Box 470, PC 115 Muscat, Sultanate of Oman (The Company) to accept the following terms and 
conditions on which the Company is prepared to communicate to the Tenderer certain Confidential 
Information pertaining to the Work under the above mentioned Tender as hereinafter defined. 

 

9.1 Definitions 

9.1.1 Confidential Information  

shall mean all knowledge, data or information acquired by Tenderer from, or disclosed to Tenderer by the 
Company, or on behalf of Company, in connection with the Tender Documents, Clarifications and the Tender 
Process in writing, drawings, magnetic tapes, computer programs or in any other way, as well as all 
knowledge,  data or information derived there from, to the extent that such knowledge, data or information 
at the time of such acquisition or disclosure is not either already in the unrestricted possession of Tenderer 
or part of public knowledge or literature. 

9.1.2 Confidential Record  

Shall mean all Tender Documents, Clarifications and any other material containing Confidential Information. 

9.1.3 Third Party 

Shall mean any party other than ASYAD, or Tenderer. 

 

9.2 Confidentiality 

9.2.1 Tenderer shall preserve and cause its employees to preserve the confidentiality of any Confidential 
Information. 

9.2.2 Tender shall not for any purpose other than the preparation and submission of a Tender disclose to any 
Third Party or enable any Third Party to note the fact that Tenderer has been invited to submit a Tender 
and/or, if applicable, the fact that the Contract is awarded to Tenderer; reproduce, copy or use, or disclose 
to, place at the disposal of or use on behalf of any Third Party or enable any Third Party to read, copy or use, 
any Confidential Information; except with the prior written consent of ASYAD. 

9.2.3 The undertakings above shall continue insofar and for so long as the Confidential Information or Confidential 
Record in question has not: 

a) become part of the public knowledge of literature otherwise than through any act or default on the part 
of Tenderer; or 

b) been disclosed to Tenderer under an obligation to maintain secrecy by a Third Party (other than one 
disclosing on behalf of ASYAD, who could lawfully do so and who did not derive such Confidential 
Information or Confidential Record from ASYAD. 

 

9.3 Copyright 

9.3.1 The copyright in any Confidential Record shall, in the absence of any express provision to the contrary 
thereon, be vested in ASYAD. Copyright in any record containing geological or geophysical data acquired or 
generated by Tenderer in connection with the Contract shall be vested in ASYAD. 

 
9.4 Return of Confidential Record 

9.4.1 If tenderer declines to submit a Tender or is notified that its Tender is unsuccessful, upon written notification 
thereof by ASYAD, tenderer shall destroy electronic copies and return all hard copy tender documents 
including addenda and clarifications to ASYAD. 
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9.5 Third Parties 

9.5.1 Tenderer shall ensure that if under the terms of this confidentiality agreement any of the confidential 
information comes to the knowledge and/or in the possession of any third party, tenderer shall require from 
such Third Party that it shall abide by stipulations equivalent to those contained in this confidentiality 
agreement. 

 
9.6 Validity 

9.6.1 This confidentiality declaration shall be valid for a period of five (5) years from the date signed by the 
tenderer. 

 

Agreed and accepted this 

 

................... Day of  ................................. 20…. 

And signed by a duly authorized person on behalf of the Tenderer 

 

 

_______________________________________________ 

(Signature) 

Name:_________________________________________ 

Position:_______________________________________ 

For:___________________________________________ 

 

 

 

 


